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Abstract—We investigate the optimal physical layer secure
transmission with artificial noise in the wiretap channel with NV
antennas at the transmitter, a single antenna at the receiver, and
M antennas at the eavesdropper. We analyze the performance
and determine the optimal transmission parameters for two
distinct schemes: (1) an on-off transmission scheme and (2)
an adaptive transmission scheme. For the on-off transmission
scheme where a channel-realization-independent secrecy rate
is used for all transmission periods, we derive closed-form
expressions for the secure transmission probability, the hybrid
outage probability, and the effective secrecy throughput. For
the adaptive transmission scheme where a channel-realization-
dependent secrecy rate is used for each transmission period, we
derive closed-form expressions for the secure transmission prob-
ability, the secrecy outage probability, and the effective secrecy
throughput. Using these closed-form expressions, we determine
the optimal power allocation between information signals and
artificial noise signals for both schemes in order to maximize the
secure transmission probability. We also determine the optimal
secrecy rate for both schemes in order to maximize the effective
secrecy throughput. We explicitly examine the impact of N and
M on the optimal power allocation and the optimal secrecy rate.
Finally, we demonstrate the performance gain of the adaptive
transmission scheme over the on-off transmission scheme.

Index Terms—Artificial noise, MISOME wiretap channels,
optimal power allocation, physical layer security.
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ODAY the Internet is being increasingly accessed via the

wireless infrastructure, e.g., cellular networks and Wi-
Fi networks [1,2]. In wireless communication networks, the
fundamental characteristics of the wireless media — openness —
makes wireless transmission vulnerable to potential eavesdrop-
ping. Many techniques to prevent such eavesdropping have
been explored, with physical layer security being one which
has attracted growing attention. In physical layer security
techniques, we exploit the imperfections of communication
channels (e.g., noise, fading, and interference) to provide
secure communication between legitimate transmitters and
receivers [3]. Importantly, such techniques overcome the diffi-
culties and vulnerabilities inherent in traditional cryptographic
methods, such as secret key distribution and management. As
such, physical layer techniques are particularly suitable for
emerging decentralized wireless networks where mobile nodes
may randomly leave or join [4].

In the pioneering studies of physical layer security, it was
revealed that a positive secrecy data rate is achieved if the
transmitter-eavesdropper channel is a degraded version of the
transmitter-receiver channel [5-8]. Inspired by these studies,
the secrecy capacity of wiretap channels was examined from
an information theoretic perspective [9—14]. More recently, an
increasing amount of research effort has been directed towards
designing practical transmission schemes to improve physical
layer security, e.g., transmit beamforming (TBF) [15], secure
on-off transmission [16], secure opportunistic scheduling [17],
and transmit antenna selection [18-22]. Notably, the schemes
in [15-22] relaxed the strong assumption mandated by the
information theoretic studies, that the precise eavesdropper’s
CSI is available at the transmitter. It is worthwhile to stress
that the effectiveness of these schemes lies in the improvement
of the transmitter-receiver channel quality. In order to further
deteriorate the eavesdropper’s channel, the authors in [23]
proposed artificial noise on top of the beamformed information
signal to confuse the eavesdropper. From a quality-of-service-
based perspective, [24-27] designed beamformers with arti-
ficial noise within predetermined signal-to-interference-plus-
noise-ratio (SINR) targets at the desired receiver(s) and/or
the eavesdropper. Motivated by these studies, some research
efforts have been devoted to examine the secrecy rate achieved
by transmitting artificial noise in fast fading [28-32]. Differing
from [28-32], some research efforts have been directed toward
a better understanding of the role of transmitting artificial noise
in slow fading, where the secrecy outage probability is widely
adopted as the performance metric [33-35].

Different from [33-35], this work prioritizes the effective
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secrecy throughput as a performance metric in the design of
secure transmission using artificial noise over slow fading. The
effective secrecy throughput is a relatively new and practical
performance metric that jointly considers the secrecy transmis-
sion probability and the secrecy rate [36, 37]. As such, it allows
for a quantification of the average secrecy rate at which the
messages are securely transmitted. In order to obtain the effec-
tive secrecy throughput, we examine the secure transmission
probability which evaluates the probability that the messages
transmitted from the transmitter to the receiver are not leaked
to the eavesdropper. The primary contribution of this work is
to determine the optimal transmission parameters of artificial
noise such that the maximum effective secrecy throughput is
guaranteed for the general operating scenarios with arbitrary
signal-to-noise ratios (SNRs). To the best knowledge of the
authors, such work has not been reported in literature so far.

In this paper, we investigate the optimal transmission with
artificial noise in the multiple-input, single-output, and multi-
antenna eavesdropper (MISOME) wiretap channel. In such
a channel, the transmitter is equipped with N antennas, the
receiver is equipped with a single antenna, and the eavesdrop-
per is equipped with M antennas. In order to perform secure
data transmission, artificial noise signals are transmitted in
conjunction with information signals at the transmitter. We
consider slow fading between the transmitter and the receiver
and between the transmitter and the eavesdropper. We also
consider that the instantaneous CSI of the eavesdropper’s
channel is not available to the transmitter. As such, perfect
secrecy cannot always be guaranteed in this channel. This
motivates us to examine the secrecy outage probability and
the effective secrecy throughput as key performance metrics.
The key contributions of this paper are summarized as follows:

1) We derive closed-form expressions for the secure trans-
mission probability and the effective secrecy through-
put of two transmission schemes. The first scheme is
an on-off transmission scheme where the transmitter
chooses a fixed secrecy rate, which is independent of
the transmitter-receiver channel realization, for all trans-
mission periods. It follows that the transmitter either
transmits or not, depending on whether the transmitter-
receiver channel capacity is higher than the secrecy rate.
Based on the secure transmission probability, we obtain
the hybrid outage probability of the on-off transmission
scheme which allows us to quantify the transmission
outage probability and the secrecy outage probability.
The second scheme is an adaptive transmission scheme
where the transmitter chooses a variable secrecy rate for
each transmission period. In this scheme, the secrecy rate
depends on the transmitter-receiver channel realization
and thus, the transmitter always transmits.

2) We optimize the secrecy performance of both the on-
off transmission scheme and the adaptive transmission
scheme. Using our closed-form results, we first deter-
mine the optimal power allocation between information
signals and artificial noise signals that maximizes the
secure transmission probability of each transmission
scheme. Based on this optimal solution, we then de-

termine the optimal secrecy rate that maximizes the ef-
fective secrecy throughput of each transmission scheme.

We present numerical results to corroborate our analysis.
We highlight that our derived secrecy outage probability and
determined optimal solutions are valid for arbitrary N, M,
g, and 7, where 7g denotes the average SNR between
the transmitter and the receiver and 7 denotes the average
SNR between the transmitter and the eavesdropper. Notably,
our results establish a generalized criterion that is distinct
from the previous studies, e.g., [28,34]'. Through numerical
results, we evaluate the impact of N, M, 7y, and g on
the optimal power allocation and the optimal secrecy rate.
In addition, we show that the adaptive transmission scheme
offers a higher maximum effective secrecy throughput than
the on-off transmission scheme.

Notation: Scalar variables are denoted by italic symbols.
Vectors and matrices are denoted by lower-case and upper-
case boldface symbols, respectively. Moreover, ()H denotes
the complex conjugate transpose, (~)_1 denotes the inverse,
I,,, denotes the m X m identity matrix, and E [] denotes the
expectation.

II. SECURE TRANSMISSION WITH ARTIFICIAL NOISE
IN MISOME WIRETAP CHANNELS

Fig. 1 depicts the MISOME wiretap channel of interest
where the communication between the /N-antenna transmitter
Alice and the single antenna receiver Bob is overheard by
the M-antenna malicious eavesdropper Eve. In this wiretap
channel, we denote the main channel between Alice and Bob
as an 1 x N vector h and denote the eavesdropper’s channel
between Alice and Eve as an M x N matrix G. The entries
of h are modeled as independent and identically distributed
(i.i.d.) Rayleigh fading and the entries of G are modeled as
ii.d. Rayleigh fading. Of course, we preserve the practical
assumption that the main channel and the eavesdropper’s
channel have different average SNRs. Moreover, we assume
that both the main channel and the eavesdropper’s channel are
subject to slow fading where the fading coefficients remain
constant during the channel coherence time. We further assume
that N > M since Eve is able to remove the artificial noise
signals if N < M [28]. In this wiretap channel, we consider
the passive eavesdropping scenario where the instantaneous
information of G is not available to Alice. Moreover, we
consider that h is precisely estimated by Bob and fed back
to Alice. We further consider that h is perfectly available at
Eve since the feedback from Bob to Alice is not secure.

We next detail the secure data transmission using artificial
noise in the MISOME wiretap channel. In this wiretap channel,
Alice transmits an information signal sy in conjunction with
an (V — 1) x 1 artificial noise signal vector sy to Bob, where
st has the variance 1 and each entry of sy has the variance
xN [28]. We assume that the total transmit power used by
Alice is Pr. We denote ¢ as the power allocation factor?,

I'We note that [28] and [34] assumed zero noise at the eavesdropper, which
makes their analysis and optimal solutions only valid for high SNRs.

2When ¢ = 1, no artificial noise is transmitted and TBF [15] is adopted
at Alice to transmit the information signal using maximal ratio transmission
with Pr.
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Fig. 1. A MISOME wiretap channel where Alice is equipped with N
antennas, Bob is equipped with one antenna, and Eve is equipped with M
antennas. The communication between Alice and Bob is overheard by Eve.

where 0 < ¢ < 1, which determines the fraction of the power
allocated to sy such that x; = ¢ Pr. Since Alice does not have
the access of G, she equally distributes the transmit power to
each entry of sy such that yx = (1 — ¢) Pr/ (N — 1). In order
to transmit sy and sy, Alice designs an N X N beamforming
matrix V given by V = [v; Vx|, where v; is used to transmit
sy and Vy is used to transmit sy. The aim of V is to degrade
the eavesdropper’s channel quality by transmitting sy in all
directions except towards Bob. The design of V is based on
the information of h, which is fed back by Bob. To design
V, Alice defines H £ hfh and performs the eigenvalue
decomposition of H. Then Alice chooses v; as the principal
eigenvector corresponding to the largest eigenvalue of H and
chooses Vy as the remaining N — 1 eigenvectors of H such
that Vy lies in the nullspace of the main channel®. Therefore,
the IV x 1 transmitted signal vector at Alice, x, is given by

S
x = [vi Vx| { Sli } = vis1 + Vnsn. (D
According to (1), the received signal at Bob is given by
y = hx + ng = hvys; + ng, )

where ng is additive white Gaussian noise (AWGN) at Bob
with variance aﬁ. Based on (2), the instantaneous received
SNR at Bob is given by

s = ¢75 b, 3)

where g = Pr/og. According to (1), the received signal at
Eve is given by

z = Gx + ng = Gvis; + GVysy + ng, 4)
where ng is the M x 1 AWGN vector at Eve satisfying
E [ngnf/] = o2l It is crucial to note that Eve cannot

eliminate the interference caused by Vysy if N > M [28].
This is due to the fact that GG is invertible when N > M.
Based on (4), the instantaneous received SINR at Eve is given

3We note that the generation of Vy is different from that in [32]. This is
due to the fact that the aim of [32] is to maximize the secrecy rate in MISOSE
wiretap channel with fast fading. Differently, we consider the MISOME
wiretap channel with slow fading such that the optimization problem in [32]
may not be directly applied to our work.

by [26,31]

-1

g = pvil GH (H)GVNV{,{ G 4 11M> Gvi, (5)

N-1 Ve

where 7 = Pr/oZ. We clarify that the value of 7g is not
available at Alice since we consider a passive eavesdropping
scenario in this work. In this scenario, the instantaneous
knowledge of G is not available at Alice. We assume that 7y is
available at Alice, due to the fact that Bob is an user served by
Alice and thus his distances from Alice are known and the path
loss exponents are known. We also assume that 7, is available
at Alice*. If Alice does not know 7 and 7, she is still able to
perform the secure data transmission using artificial noise but
not able to calculate the secrecy performance metrics shown
in the following sections.

In the MISOME wiretap channel, the achievable secrecy
rate C'g is expressed as [12]

_ CB_CE7
o

where Cp = log, (1 + ~p) is the capacity of the main channel
and Cg = log, (1 4+ ~g) is the capacity of the eavesdropper’s
channel. Alice adopts wiretap codes [6] to perform secure
transmission. To design wiretap codes, Alice has to choose
the codeword transmission rate, R, and the secrecy rate, Rj.
The rate difference between R and R, given by R — Ry,
is the rate cost providing secrecy against Eve. Since Alice
perfectly knows Cpg, Alice chooses R = Cp. Since Cg is
not known to Alice, due to the consideration of the passive
eavesdropping scenario, she assumes the capacity of the eaves-
dropper’s channel to be C‘E, where Cg # Cg. Alice then
constructs the wiretap codes using Cg and C’E. If C’E > CE,
the codeword guarantees perfect secrecy. If Cy < Ck, secrecy
is compromised.

B > VE
6
B < VB, ©

III. OPTIMIZED ON-OFF TRANSMISSION

In this section, we investigate the optimized on-off trans-
mission scheme in MISOME wiretap channels. To this end,
we first present the procedure of the on-off transmission
scheme. We then derive new closed-form expressions that
quantify the secrecy performance of this scheme. Based on
these expressions, the optimal power allocation factor and the
optimal secrecy rate are determined to achieve the best secrecy
performance.

A. Transmission Procedure for On-Off Transmission

In the on-off transmission scheme, Alice selects a constant
secrecy rate R for the design of wiretap code and a constant

#One scenario in which knowledge of 75 would be available is when Eve is
part of a multiuser system. In such a system, Eve becomes an active legitimate
user in alternate time slots and thus will feedback her CSI to Alice for the
time slot in which she is being served. This CSI allows Alice to determine
the average SNR of Eve in the time slots she is not being served. Another
scenario in which knowledge of 7 would be available is when information on
the location of the eavesdropper is known (e.g., [38]). We note many previous
works in physical layer security have assumed that 7 is known (e.g., [18-21,
34-37]). We also note other works have modeled the statistical distribution
of ¥ (e.g., [39]).
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power allocation factor ¢ for secure transmission. The values
of R, and ¢ are determined based on 7 and 7 and kept
constant during all transmission periods. Moreover, the values
of Rs and ¢ do not depend on the instantaneous realization
of the main channel.

We clarify that in the on-off transmission scheme, Alice
does not transmit when Cg < R,. In this case the wiretap
codes cannot be constructed using Cg and R and thus
transmission outage occurs. When Cg > R, Alice trans-
mits. Secrecy outage occurs if Ce < Cg (or equivalently,
Cgs < Rj). Therefore, secure transmission is carried out when
Cs > Rs. Based on these outage events, we examine the
secure transmission probability in the next subsection, defined
as the probability that the messages are securely transmitted
from Alice to Bob but not leaked to Eve. We also examine
the hybrid outage probability, defined as the complimentary
probability of the secure transmission probability. Notably, the
hybrid outage probability characterizes two mutually exclusive
outage probabilities: i) transmission outage probability which
quantifies the probability that Alice does not transmit and ii)
secrecy outage probability which quantifies the probability that
Alice transmits but secrecy is compromised.

B. Secrecy Performance

We first derive a new closed-form expression for the secure
transmission probability. We then obtain the expression for
the hybrid outage probability, based on which the expressions
are presented for the transmission outage probability and
the secrecy outage probability. Using the secure transmission
probability, we obtain the expression for the effective secrecy
throughput.

1) Secure transmission probability: According to defini-
tion, the secure transmission probability is

Piec (Ra) =Pr (OS > RS)
=Pr(yp >2% (1+%)—1). (7)

We can re-express (7) as

Peec (Rs) :/ / f’YB (v8) f“/s (1e) dysdre
0 2Rs (14+5)—1

oo 27 (149e)—1
- »/0 /0 J (78) fre (vg) dypdrg,
(3)

where f., (7) and f,, () denote the probability density func-
tions (PDFs) of g and 7g, respectively. In order to determine
(8), we first obtain f., () and f.; (7). Observing vg in (3),
we find that g follows a chi-squared distribution, which is
due to the fact that ||h||? is a sum of the squares of N
independent Gaussian random variables. Therefore, the PDF
of g is obtained as [40]

1

; (€))

efﬂb%nyN -
_ N
(07)" T (N)
where I () denotes the gamma function. Based on (5), we find

that the entries of GV are i.i.d. zero-mean complex Gaussian
random variables since the entries of G are i.i.d. zero-mean

f’YB (7) =

complex Gaussian random variables and V is a unitary matrix.
With the aid of [41], the PDF of +g is obtained as (13), at the
top of the next page, where

n= e Feyr g, (10)
E
To=(p—1+q)e TrAP 2~ (N=D ()
and
1= ¢ —2 pt1ta,N
T3 = e 9Ey o, (12)

with o = 1+ ;((]1\7_:151))' We next use (9) and (13) to derive the
secure transmission probability.
1. The case of 0 < ¢ < 1: In this case, we substitute (9)

and (13) with 0 < ¢ < 1 into (8) and obtain Py (Rs) as

N-1 n n l
_2Rsg (2R —1) n 28
Pl (R, =~ v A =
L) =5 S S 2 (1) (1)
M N—1\6, —6,+6
- 1— b2 3
oty (V) e
p=1 ( (b’yE q=0 q X
In (14), we derive 6, as
o R - l+p—1+gq
01 :é/ 6_(273 +%>?E%71\Hd%5
1 oo s 1 l
ax! / () o= )’7’5 T
Vg (146!
ﬁxlh
- = F(u1)¢(ﬂlaﬂ2+1vﬂ3)v (15)
Ve
where y = ¢(11\i;1)’ /~L1 =l+p+q u=—-N+Il+p+qg+1,

M3 = (Q%S + %E) - ¢ ,and ® (-, -, -) is the Tricomi’s (conflu-
ent hypergeometric) function [42, Eq. (9.211.4)]. In (15), the
equality a is obtained by applying vg = tx, and the equality
b is derived with the aid of [42, Eq. (9.211.4)]. We highlight
that the value of ® (-, -, ) can be evaluated. We then derive 6

as
oo Rs | 1\ l+p—2+q
O =(p—1 +q)/ (5 +ﬁ)%%7]\/—1d715
0 T
(1 + X)
=(p—1+q)x" 'T(p1 —1)® (1 — 1, p2, pu3), (16)
and derive 65 as
1 - 21?g L I+p—1+q
¢/ 7B 7 T 77 Nd'YE
JE
(1 + X)
1- ¢ H1
= X (1) @ (pa, p, pi3) - (17

¢
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M M- >
221 F(?)(¢’YE)I) T(p)(¢7e)? T Z (

)(7’1 — Ty +173) (7¢(11\7f1))q , 0<op<1

f“/E (7) = - M-1 (13)
e TExy (b =1
Fe)MT(M) ’
2. The case of ¢ = 1: In this case, we substitute (9) and According to definition, we obtain Toy (Rs) as
(13) with ¢ = 1 into (8) and obtain Py (Rs) as Ty (Ry) = Pr (Cy < R.)
e e =Pr(ys < 2% —1)
n — Rs _
PL(R) =F Pt e (l) =F,, (2% - 1)
n=0 1=0 QRs_lNz_:ll oRs _ 1\ "
R, \! joo =l—-e & — ( — ) ; (22)
X (RQ ) / e_(Z% %E n=0 nl QS’YB
2R — 1
0 where F., (-) denotes the cumulative distribution function

1 - n n—l
2t (2fe — 1
3 g (1) -

2RS 1 —(M+1)
B TE

(18)

where the equality c is derived with the aid of [42, Eq.
(3.381.4)].

Combining (14) and (18), we obtain the secure transmission
probability of on-off transmission as

Pl (Ry)
Pk (R,)

0<p<l1

oo (19)

Pectt) = {

2) Hybrid outage probability: According to definition, the
hybrid outage probability is

Pout (Rs> =1- f)sec (Rs) . (20)

With the aid of (19), the hybrid outage probability can be
obtained in closed-form. We highlight that our new expres-
sions in (19) and (20) are derived in closed-form as they
involve power functions, exponential functions, and Tricomi’s
(confluent hypergeometric) functions, the values of which can
be easily evaluated via computational software. Moreover,
(19) and (20) are valid for general operating scenarios with
arbitrary N, arbitrary M, arbitrary 7y, and arbitrary 7.
Notably, (19) and (20) represent an advancement over the
result in [33] which examined log, (1 + 1) — logy (1 + 7g)
numerically.

We clarify that the hybrid outage probability allows us
to examine two mutually exclusive outage probabilities: 1)
transmission outage probability, denoted by Toy (Rs), and ii)
secrecy outage probability, denoted by Sou (Rs). We note that
the transmission outage occurs when Cp < R, while the
secrecy outage occurs when Cg > Rg and Cs < R,. As
such, we have

Pout (Rs) - Toul (Rs) + Sou[ (Rs) . (21)

(CDF) of ~g. Moreover, we use (19) and (22) to obtain the
secrecy outage probability is obtained as

S (R ) — 1- PSTEC (Rs) - Tout (Re) 5
o ’ 1- PSEL (Ra) - Tout (Ra) s

0<op<l1

¢=1.
(23)
3) Effective secrecy throughput: The effective secrecy
throughput quantifies the average rate of the messages that
are securely transmitted from Alice to Bob in the passive
eavesdropping scenario [36,37]. In such a scenario, the CSI of
the eavesdropper’s channel cannot be accessed by Alice and
thus perfect secrecy is not guaranteed. Therefore, the effective
secrecy throughput is defined as the product of R, and the
secure transmission probability. We clarify that the effective
secrecy throughput is different from the ergodic secrecy rate.
The ergodic secrecy rate applies to delay-tolerant applications
which allow for the adoption of an ergodic version of the
fading channel [11,43]. In addition, the effective secrecy
throughput is different from the throughput investigated in [16,
34,44]. In [16, 34, 44], the throughput is defined as the product
of R, and the transmission probability. Thus, the throughput
evaluates the average rate of message transmissions but does
not examine how much of the transmitted messages are secure
on average.
Using (19), we formulate the effective secrecy throughput
R,PL(Ry) , 0<¢<1

as
U(¢’RS):{ R.PL (R, , ¢=1

Substituting (19) into (24), we obtain a closed-form expression
for the effective secrecy throughput of the on-off transmission
scheme.

(24)

C. Performance Optimization

1) Optimal ¢ for minimum P,, (R,): We first determine
the optimal power allocation factor, ¢*, that maximizes the
secure transmission probability for a given R;. It is easy to find
from (21) that maximizing the secure transmission probability
is equivalent to minimizing the hybrid outage probability. We
express ¢* as

¢ = argmin Poy (Rs) .
0<¢<1

(25)
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We first analytically determine the first-order derivative of
P,y (Rs) with respect to ¢ for a given Ry. We numerically
find that 0P,y (Rs) /0¢ is first negative and then positive.
We then analytically determine the second-order derivative of
Py (Rs) with respect to ¢ for a given Ry. We numerically
find that 92 P,y (Rs) /0?¢ is always positive when 0 < ¢ < 1.
Therefore, we conjecture that there is a unique value of ¢
within 0 < ¢ < 1, referred to as ¢y, which achieves the
minimum P,y (R;) (or equivalently, the maximum Py (R)).
This conjecture will be supported by the numerical results
in Section III-D. Although a closed-form solution for ¢j is
mathematically intractable, we are able to determine ¢; by
using the exhaustive search method. After finding ¢}, we
compare Py <RS)¢=¢I with Py (RS)¢=1. If Pyt <RS)¢=¢Z <
Pyt (RS)d):l, we have ¢* = ¢;. Otherwise we have ¢* = 1.

We clarify that the solution of ¢* allows us to achieve
two important goals: 1) Achieve the minimum hybrid outage
probability for a given R and 2) Facilitate the maximization
of the effective secrecy throughput, as will be shown in Section
III-C2. We denote Py (Rs) £ Pou (Rs)y_y- and P (Rs) =
P (Rs) p—g 3S the optimal hybrid outage probability and
the optimal secure transmission probability for a given Rj,
respectively. We further denote U* (¢*, R,) 2 R P, (R,) as
the effective secrecy throughput achieved by ¢* for a given R;.
It is easy to verify that U* (¢*, R;) is the maximum effective
secrecy throughput for a given Rj,.

2) Optimal Ry for maximum U* (¢*, Rs): We now deter-
mine the optimal secrecy rate, R%, that maximizes the effective
secrecy throughput achieved by ¢*. R} is expressed as

R} = argmax U™ (¢*, R;) .
R.>0

(26)

We numerically find that U* (¢*, R) first increases and then
decreases as R, increases (see Section III-D). This finding is
not surprising since Py (R) is a decreasing function of R;.
When R; is low, the behavior of U* (¢*, R;) is dominated by
R and thus U* (¢*, R,) increases as R increases. When Ry
is high, the behavior of U* (¢*, R) is dominated by P (R)
and thus U* (¢*, Rs) decreases as R increases. Based on
this finding, we conjecture that the optimal value of R, that
maximizes U* (¢*, R;), i.e., R%, is unique. This conjecture
will be supported by the numerical results in Section III-D.
With the aid of the exhaustive search method, we are able
to determine RY. Since U* (¢*, Rs) appears to be a quasi-
concave function of R,, as shown in the numerical results
in Section III-D, the optimal value of R, that maximizes
U* (¢*, Rs) may converge to a local optimum, but not global
optimum [45]. We denote ¢*° as the value of ¢* for P (R¥).
Finally, we denote U*° & U* (¢*°, R?) as the maximum
effective secrecy throughput.

D. Numerical Results

In this subsection, numerical results are presented to exam-
ine the impact of the number of antennas, i.e., /N and M, and
the average SNRs, i.e., 75 and 7, on the secrecy performance
of the on-off transmission scheme.

° Simulations

Analysis from (21)

4 L L L L L L L L L
10001 02 03 04 05 06 07 08 09 1

¢

Fig. 2. The hybrid outage probability for Rs = 1, 35 = 20 dB, and 7y =
7s/5.

1) Impact of system parameters on P,, (Rs): Fig. 2 plots
the hybrid outage probability versus ¢. In this figure, the
analytical curve is obtained from (20). We first see that the
hybrid outage probability first decreases and then increase
as ¢ increases, which implies that there is a unique ¢ that
minimizes the hybrid outage probability, i.e., ¢*. This supports
our conjecture on ¢* in Section III-C1. Second, we find
that an increasing N brings a significant reduction in the
hybrid outage probability, which demonstrates that the multi-
antenna benefit at Alice is preserved when artificial noise
signals are incorporated in the transmission. Third, we find
that an increasing M leads to an increase in the hybrid outage
probability, which shows the detrimental effect of multiple
antennas at Eve. Fourth, it is clearly seen that the scheme
using ¢* achieves a lower hybrid outage probability than that
using equal power allocation with ¢ = 0.5. This demonstrates
the effectiveness of our optimal power allocation factor in
(25). Fifth, it is evident that the simulation points, marked by
‘e’, precisely agree with the analysis, which substantiates the
accuracy of our results. In addition, although not shown in the
figure, we find that ¢* — 1 when 7y is low. This indicates that
the entire power is allocated to transmit information signals
in the low SNR regime, which is in accordance with [33,
Corollary 4].

2) Impact of system parameters on ¢*: In Figs. 3 and 4, we
examine the impact of N, M, 7, and 7 on the optimal power
allocation factor. We first focus on the system parameters
that can be managed by Alice, namely, N and 7g. Fig. 3
plots ¢* versus NN for different values of 7;. We observe
that an increase in N or 7 leads to a rapidly decreasing
¢*. For example, when 75 = 10 dB, increasing N from
3 to 6 decreases ¢* from 0.442 to 0.327. When N = 4,
increasing g from 5 dB to 15 dB decreases ¢* from 0.413
to 0.329. These observations imply that Alice should allocate
more power to artificial noise signals in order to minimize
the hybrid outage probability (or equivalently, maximize the
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Fig. 3. The value of ¢* for M =2, Rs =1, and 75 = 5 dB.
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0.4+ T
< Y =10dB
/
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0.1 . , .

M

Fig. 4. The value of ¢* for N =5, Rs =1, and g = 20 dB.

secure transmission probability) for larger N or higher 7y in
the on-off transmission scheme. We note that this conclusion
is different from the optimal power allocation for the non-
adaptive encoder ®* in [34]. In [34], it was found that ®*
increases with N, which indicates that when more transmit
antennas are used, less power should be allocated to artificial
noise signals, under the required security level. The difference
in the conclusion between our work and [34] is not surprising
since the aim of optimization, the target performance metric,
and the design of secrecy rate are different.

We next focus on the system parameters that cannot be
managed by Alice, namely, M and 7. Fig. 4 plots ¢* versus
M for different values of 7. In this figure, it is seen that a
pronounced decrease in ¢* is caused by increasing 7. For
example, when M = 3, increasing 7y from 0 dB to 10 dB
decreases ¢* from 0.508 to 0.209. Moreover, we see a slight

U*(¢"Ry)

0.5 Analysis from (27) Tl
----- Analysis of TBF
25 3 35 4 45 5
R;

Fig. 5. The effective secrecy throughput achieved by ¢* of the on-off
transmission scheme with 7 = 7g/5 for three cases: Case 1: N = 3,
M = 2, and 73 = 15 dB,Case 2: N = 4, M = 2, and 75 = 15 dB, and
Case 3: N =4, M = 2, and 773 = 20 dB.

decrease in ¢* is caused by increasing M. For example, when
¥g = 5 dB, increasing M from 1 to 4 decreases ¢* from 0.349
to 0.312. These observations imply that Alice should allocate
more power to artificial noise signals in order to minimize
the hybrid outage probability (or equivalently, maximize the
secure transmission probability) for larger M or higher 7y in
the on-off transmission scheme.

3) Impact of system parameters on U* (¢*, Rs): In Figs. 5
and 6, we examine the impact of N, M, 7y, and 7 on the ef-
fective secrecy throughput determined using ¢*, U* (¢*, R;).
In both figures, we see that U* (¢*, Rs) first increases and
then decreases as R increases, which supports our conjecture
on R} in Section III-C2. We first focus on the impact of N
and 7. Fig. 5 plots U* (¢*, Rs) versus R for Cases 1-3.
We find that a higher effective secrecy throughput is achieved
when either NV or 75 increases. Moreover, we see that the
effective secrecy throughput achieved by artificial noise is
higher than that achieved by TBF, which demonstrates the
superiority of the use of artificial noise over TBF. Furthermore,
we observe that R} shifts to the right when either N or 7y
increases. For example, comparing Case 1 and Case 2, we
find that increasing N from 3 to 4 increases R} from 3.0 to
3.4. Comparing Case 2 and Case 3, we find that increasing
7g from 15 dB to 20 dB increases R} from 3.4 to 4.5. This
observation implies that Alice supports a higher secrecy rate
for larger NV or higher 7 in the on-off transmission scheme.

We now focus on the impact of M and 7. Fig. 6 plots
U* (¢*, Rs) achieved by ¢* versus R, for Cases 4-6. Evi-
dently, this figure shows that increasing M or 7 leads to a
lower effective secrecy throughput. Moreover, it shows that R
shifts to the left when either M or 7y increases. For example,
comparing Case 4 and Case 5, we find that increasing M
from 2 to 3 decreases R} from 3.7 to 3.3. Comparing Case 5
and Case 6, we find that increasing 7 from 75/10 to /5
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Fig. 6. The effective secrecy throughput achieved by ¢* of the on-off
transmission scheme with 773 = 15 dB for three cases: Case 4: N = 4,
M =2, and 75 = 75/10, Case 5: N = 4, M = 3, and 75 = 7/10, and
Case 6: N =4, M = 3, and 75 = 7g/5.

decreases R} from 3.3 to 2.9. This observation implies that
Alice supports a lower secrecy rate for larger M or higher g
in the on-off transmission scheme.

IV. OPTIMIZED ADAPTIVE TRANSMISSION

In this section, we investigate the optimized adaptive trans-
mission scheme in MISOME wiretap channels. For this pur-
pose, we first present the procedure of the adaptive transmis-
sion scheme. New closed-form expressions are then derived to
quantify the secrecy performance of the scheme. Using these
expressions, we determine the optimal power allocation factor
and the optimal secrecy rate that achieve the optimum secrecy
performance.

A. Transmission Procedure for Adaptive Transmission

In the adaptive transmission scheme, Alice uses a variable
secrecy rate R for the design of wiretap code and a variable
power allocation factor ¢ for secure transmission. The values
of R, and ¢ are determined based on 75 = 7 |/h|® and
g and thus vary from one transmission period to another.
Different from the on-off transmission scheme, the values
of R, and ¢ in the adaptive transmission scheme depend
on the instantaneous realization of the main channel. Here,
g is the instantaneous SNR of the main channel without
power allocation, which is calculated at Alice, based on the
information of h fed back by Bob, before power allocation
between information signals and artificial noise signals.

We clarify that in the adaptive transmission scheme, Alice
always transmit since Alice chooses R¢ within 0 < Ry < C’B
for each Cg, where Cy = log, (1 + 4g). This indicates that
the transmission outage probability is zero. This also indicates
that there is only one outage event in the adaptive transmission
scheme, which is secrecy outage. Secrecy outage occurs when
Ce < Cg (or equivalently, Cg — R; < CE). Based on this

outage event, we examine two probabilities to quantify the
secrecy performance of the adaptive transmission scheme. The
first one is the secure transmission probability, which is defined
as the probability that Alice securely transmits messages to
Bob. The second one is the secrecy outage probability, which
is defined as the complimentary probability of the secure
transmission probability. Such a probability quantifies the
probability that the messages are leaked to Eve.

B. Secrecy Performance

We first derive new closed-form expressions for the secure
transmission probability and the secrecy outage probability.
Based on these probabilities, we obtain the expression for
the effective secrecy throughput. These probabilities and the
effective secrecy throughput are based on a given g, which is
required by the procedure of the adaptive transmission scheme.

1) Secure transmission probability: According to defini-
tion, the secure transmission probability is given by

Psec (Ra) =Pr (CE <Cp— Rs)

2F:

Observing ~g in (5), it is found that the entries of GV are
ii.d. zero-mean complex Gaussian random variables. Based
on [41, Egs. (11)-(12)], we obtain Py (Rs) as
K
Psec (Rs) :F"/E (QTQ)

—1—¢ el (1+

y o (N ;1)
. ; ﬁ <¢v:2R°

M—p q
EO) ) o

where F., (+) is the CDF of v¢ and x = 1 + ¢ — 27%.
2) Secrecy outage probability: According to definition, the
secrecy outage probability is formulated as

Sout (Rs) =1- Psec (Rs) ) (29)

which can be obtained using (28). We clarify that (28) and
(29) are valid for 22 < ¢ < 1.

3) Effective secrecy throughput: According to definition,
we obtain the effective secrecy throughput as

u (d)a Rs) = Rspsec (Rs) . (30)

Substituting (28) into (30), the effective secrecy throughput of
the adaptive transmission scheme is obtained in closed-form.

C. Performance Optimization

1) Optimal ¢ for minimum S, (Rs): We first determine
the optimal power allocation factor, ¢’, that minimizes the se-
crecy outage probability (or equivalently, maximizes the secure
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transmission probability) for a given R, and the realization of
As. The value of ¢’ is

¢ = argmin Sou (Rs) .
2l cg<t

€29

We first analytically determine the first-order derivative of
Sout (Rs) with respect to ¢ for a given R,. We numerically
find that OS,y (Rs) /0¢ is first negative and then positive.
We then analytically determine the second-order derivative of
Sout (Rs) with respect to ¢ for a given R;, We numerically
find that 9%S,u (Rs) /0?¢ is always positive when 21:3_1
¢ < 1. Based on these findings we conjecture that there
is a unique value of ¢ that minimizes Sy (Rs) (or equiv-
alently, maximizes P (Rs)), which is ¢’. This conjecture
will be supported by the numerical results in Section IV-D.
Using the exhaustive search method, the value of ¢’ can be
determined. The solution of ¢’ enables us to evaluate the
minimum secrecy outage probability for a target R;. It also
facilitate us to maximize the effective secrecy throughput, as
will be shown in Section IV-C2. Based on ¢’, we denote
Sout (Rs) = Sout (Rs) |¢=¢/ and Py (R;) £ Pt (Rs) |¢=¢’ as
the optimal secrecy outage probability achieved by ¢’ and the
optimal secure transmission probability achieved by ¢’ for a
given R, respectively. In addition, U’ (¢, Rs) £ RsPl.. (Rs)
as the effective secrecy throughput achieved by ¢’. Evidently,
U' (¢, Rs) is the maximum effective secrecy throughput for
a given R,.

2) Optimal Ry for maximum U’ (¢', Rs): We now deter-
mine the optimal secrecy rate, R.,, that maximizes the effective
secrecy throughput achieved by ¢'. R/, is expressed as

R. = argmax U’ (¢, R) .
0<R;<Cs

(32)

It is numerically found that U’ (¢, R,) first increases and
then decreases as R increases. We believe that this finding
is expected since Py (Rs) decreases as R, increases. When
R, is low, the behavior of U’ (¢, Rs) is dominated by Rj
and thus U’ (¢', Rs) increases as Ry increases. When Rj is
high, the behavior of U’ (¢’, R) is dominated by U’ (¢', R,)
and thus U’ (¢', R;) decreases as R increases. From this
finding we conjecture that the optimal value of R that
maximizes U’ (¢, Rs), i.e., R, is unique. This conjecture will
be supported by the numerical results in Section IV-D. The
value of R/, can be determined by using the exhaustive search
method. We denote ¢'° as the value of ¢’ for P, (R.). As
shown in the numerical results in Section III-D, U’ (¢, R;)
appears to be a quasi-concave function of R, which leads
to the fact that the optimal value of R, that maximizes
U’ (¢', Rs) may converge to a local optimum, but not global
optimum [45]. Using ¢'° and R.,, we denote U"° = U (¢'°, R.,)
as the maximum effective secrecy throughput. We note that /"
depends on the value of 4. Therefore, we finally denote U’
as the average maximum effective secrecy throughput, where
U'® takes expectation of U'® over g, i.e., U'° = Es, [U"°].

D. Numerical Results

In this subsection, numerical results are presented to exam-
ine the impact of the number of antennas, i.e., N and M, and

10 ——— ———
Analysis from (30)
N=3,7, =15dB
10'F _
N=4,7, =15dB
~107F
=
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1001 02 03 04 05 06 07 08 09 1

Fig. 7. The secrecy outage probability for M = 2, Rs = 1, and 75 = 5 dB.

10 ———
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10*1,
< M=4,7_=5dB
E _
N M=3,7.=5dB
10°F
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¢

Fig. 8. The secrecy outage probability for N = 5, Rs = 1, and 43 = 15
dB.

the SNRs, i.e., g and 7, on the secrecy performance of the
adaptive transmission scheme.

1) Impact of system parameters on Sy, (Rs): In Figs. 7
and 8, we examine the impact of N, M, g, and 7 on the
secrecy outage probability Sy (Rs) and the optimal power
allocation factor ¢’. In these figures, the analytical curve is
obtained from (29). We find from both figures that Sy (Rs)
first increases and then decreases as ¢ increases. As such, there
is a unique ¢ that minimizes the secrecy outage probability,
which supports our conjecture on ¢’ in Section IV-C1. We first
focus on N and Ag. Fig. 7 plots Seu (Rs) versus ¢. First, we
see that the value of ¢’ decreases as N increases for a given
~g. For example, when 45 = 15 dB, increasing /N from 3 to 5
decreases ¢’ from 0.34 to 0.27. Second, we find that the value
of ¢’ decreases as Ap increases for a given N. For example,
when N = 5, increasing 4 from 15 dB to 17 dB decreases
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—— Analysis from (33)

Fig. 9. The effective secrecy throughput achieved by ¢’ of adaptive trans-
mission between artificial noise for N = 4, M = 2, and 45 = 20 dB.

@' from 0.27 to 0.25. These observations indicate that Alice
should allocate more power to artificial noise signals in order
to maximize the secure transmission probability for larger NV
or higher 4 in the adaptive transmission scheme.

We next focus on M and 7. Fig. 8 plots Sy (Rs) versus
¢. In this figure, we first observe that the value of ¢’ increases
as M increases for a given 4p. For example, when 7 = 5
dB, increasing M from 2 to 4 increases ¢’ from 0.27 to 0.30.
Second, we see that the value of ¢’ decreases as 7 increases
for a given M. For example, when M = 4, increasing 7g
from 5 dB to 7 dB decreases ¢’ from 0.30 to 0.28. These
observations indicate that Alice should allocate less power to
artificial noise signals in order to maximize the secure trans-
mission probability for larger M, but more power to artificial
noise signals in order to maximize the secure transmission
probability for higher 7y in the adaptive transmission scheme.

2) Impact of system parameters on U' (¢', Rs) and U'°:
In Fig. 9, we examine the impact of 7 and Rs; on the
effective secrecy throughput determined using ¢', U’ (¢, Ry).
Fig. 9 plots U’ (¢', Rs) versus R, for different values of
7g. From this figure we find that U’ (¢, R,) first increases
and then decreases as R, increases. Therefore, there is a
unique R that maximizes U’ (¢’, Rs), which supports our
conjecture on R in Section IV-C2. We also find that a lower
effective secrecy throughput is achieved when 7j increases.
This implies that Alice supports a lower secrecy rate for
higher 7y in the adaptive transmission scheme. Although not
shown, we confirm that a higher effective secrecy throughput
is achieved when N or A increases. This implies that Alice
supports a higher secrecy rate for larger N or higher A in the
adaptive transmission scheme.

In Fig. 10, we examine the impact of M and 4 on the
maximum effective secrecy throughput 2/’°, which is achieved
by ¢’° and R/ as given in (32). Also, we compare the max-
imum effective secrecy throughput achieved by the adaptive
transmission scheme with artificial noise to that achieved by

2.5 .
Analysis for U"
------- Analysis for TBF
2,
M=1
15
; . ’ ’
i M=2 -
0.5¢ o e
M=3 - o e
06 s 10 s

Fig. 10. Maximum effective secrecy throughput of adaptive transmission
between artificial noise and TBF for NV = 5 and 7 = 5 dB.

the adaptive transmission scheme with TBF in this figure.
Here, we obtain the maximum effective secrecy throughput
achieved by the adaptive transmission scheme with TBF as
Usr (Rs) = maxpg, Urer (Rs), where Urpp is defined as
the effective secrecy throughput achieved by the adaptive
transmission scheme with TBF. Using (28) with ¢ = 1, we
obtain Urgr as

M
__r kP—1
Urpr (Rs)=Rs |1 —e 2% E — | . (33)
= T (p) (2F7g)" '

Fig. 10 compares the maximum effective secrecy throughput
between artificial noise and TBF versus 4p for different values
of M. We first observe in this figure that /’° increases as g
increases. We then observe that I/’ decreases as M increases.
Furthermore, we find that artificial noise achieves a higher
U'° than TBF. In particular, the performance gain of artificial
noise over TBF slightly increases with M for a given g.
This observation indicates that artificial noise provides a minor
increase in the effective secrecy throughput gain over TBF
when M increases. Although not shown in this paper, we
confirm that U’® increases as 4 increases or J decreases.
3) Comparison between on-off transmission and adaptive
transmission: Finally, we conduct a secrecy throughput com-
parison between the on-off transmission scheme and the adap-
tive transmission scheme. Fig. 11 plots the maximum effective
secrecy throughput of the on-off transmission scheme, U*°,
and the average maximum effective secrecy throughput of the
adaptive transmission scheme, U/’°, versus 7g. Importantly,
we observe that the adaptive transmission scheme achieves
a higher effective secrecy throughput than the on-off trans-
mission scheme. This is caused by the fact that the adaptive
transmission scheme optimizes o and R, based on #p in each
transmission period. For the on-off transmission scheme, o
and R, are optimized based on 7z only once and used for all
transmission periods. We also observe that the performance
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Fig. 11. Maximum effective secrecy throughput comparison between on-off
transmission and adaptive transmission for M = 2.

gain of the adaptive transmission scheme over the on-off
transmission scheme remains constant when 7y is high.

V. CONCLUSIONS

In this work, we considered MISOME wiretap channels
and investigated two transmission schemes with artificial
noise, namely, the on-off transmission scheme and the adap-
tive transmission scheme. In order to determine the optimal
transmission parameters, we analyzed the secure transmission
probability and the effective secrecy throughput of both trans-
mission schemes by deriving closed-form expressions. Built
on these expressions, the optimal power allocation factor was
first determined such that the secure transmission probability
is maximized. The optimal secrecy rate were then determined
such that the effective secrecy throughput is maximized. We
verified our analysis with the aid of numerical results. Fur-
thermore, we provided valuable insights into the impact of the
number of antennas and the SNRs on the secrecy performance.
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